ELECTRA LR SNMP-KAPTA ANA Uen

PyKOBOACTBO nosb3oBaTens
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SNMP-kapta (Simple Network Management Protocol) anst moHuTopuHra
MBI (nanee — kapta). C NOMOLLbI0 KapTbl MOXHO yaaneHHo ynpaensaTte VBN
1 nony4yatb MHdOpMaLMIo 0 ero coctosHuW. Kapta npegHasHadeHa ans VbIM
¢ uHTepdericom "USB 2.0 Type-B", a npoTokon cBs3u BknoYaeT B cedsi
3amblkaHue koHTakToB (USB) n MegaTec (USB). KapTta o6ecneumBaet npocTyto
npoueaypy ycraHosku. CD-Anck, nocTaBnsembli BMeCTe C KapTou, npeanaraet
HeCKOmMbKO NPOrpamMMHbIX NPOAYKTOB, NO3BONSAIOLLMX MONb30BATENIO0 HAaCTPanBaTh
IP-agpec, LeHTpann3oBaHHbIN MOHUTOPUHI M MHOTOKPaTHOE OTKIoYeHne
B Pa3nn4HbIX ONepaLMOHHbIX cucTemax. [ipyrne AononHUTENbHbIE HACTPONKN
MOXXHO BbINOMHWTL B BEG-6pay3epe.

1 OcobeHHOCTU KapTbl

1) NMpenocraenenne SNMP MIB ana monuTopuHra un ynpaesnexus VBM.

2) Mpotokon SNMP nopaepxuvBaeT Bepcum v1, v2¢ n v3.

3) AsTomaTtunyeckoe pacnosHasaHue 10 M/100 M Fast Ethernet, ynpaenenne
1 HacTporka yepes Telnet, Be6-6paysep nnu NMS.

4) NMoppepxka TCP / IP, UDP, SNMP, Telnet, SSH, SNTP, PPP, HTTP, HTTPS,
SMTP, FTP, FTPS-npoTokonos, npotokonoB Modbus TCP u T.4.

5) MNpepocTaBneHne NpoCTbIX MUHCTPYMEHTOB HACTPOWMKW 1 OBHOBINEHUS
C NMOMOLLbI0 HaLLero NporpamMMHoro obecneyveHns.

6) OtnpaBneHne SNMP-coobLueHns Ha 3NeKTPOHHYI0 noyTy unn SMS
1 coobLeHnsa npunoxeHun ans obmeHa MrHoBeHHbIMK coobLieHusimmn (WeChat,
LINE, Telegram n Skype) Ans yBeaoMIeHUsi 0 COBbITUSX.

7) ExxepHeBHbI oTyeT 06 nctopum pabotel MBI aBToMatnyecku
OTMNpaBMsIETCSA NO AMEKTPOHHON NouTe.

8) BbinonHeHne KOppeKTHOro 3aBepLueHnst paboTbl C MOMOLLbIO MPOrPaMMHOIO
obecneyenus Client Mate.

9) HacTtpoliika yaaneHHoro SMS-cepBepa aAns otnpasku SMS-yBegomMneHni.

1.1 MpunoxeHus

Kapta nossonseT ocyLuectBnaTb MoHuTopuHr MBI B ceTtn. Korga MBI
NOAKIoYaeTcs K kapTe, Nonb3oBaTeNlb MOXET NPOBEPSiTb COCTOSIHNE KaXKAoro
MBI ¢ noMoLLbo KOMMbIOTEPA C YCTAHOBMEHHBLIM Gpay3epoM, norb3oBaTerb
MOXET oTcnexuvBaTb 1 ynpaenate MBI, BBeas IP-agpec ycTponcTea, kotopoe
nogkntodaetcst k MBIM. MNMpu BO3HMKHOBEHWUM COOEB B Nogaye aneKkTposaHeprum
YCTPOIICTBa KapTa Takke MOXeT OTNpaBnsTb CUCTEMHOMY aAMUHUCTPATOPY
UHopMaLMIo 0 c6osIX, COOBLLEHNS BNEKTPOHHON MOYThLI U NPUIOXEHUS AN
NPUHSATUS Hagnexalwmx mep. Kapta npefoctaBnseT yTUnuTbl Ans OTKIIOYEHUs.
Korga Ha komnbloTepe, NOAKMIOYEHHOM K CETH, kapTa ycTaHaBnunBaeT Halle
nporpaMmMHoe obecneyeHune Ans BbIKMIOYEHUs, B cryyae cbosi B pabote NBI
OT CETN NepeMeHHOro Toka UIn Npu H1U3KoM 3apsige 6atapev nporpammHoe
obecneveHne 3akpblBaeT Bce (haiinbl onepaLmoHHON CUCTEMbI U KOPPEKTHO
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3aBepLuaet paboty. 3To No3BonseT n3dexarb NOBPEXAEHUS CUCTEMbI MPU
OTKIMIOYEHUM NUTaHMs1. KapTa MoXeT MCnonb30BaTbCst CTOPOHHUMU Nnatdopmammn
MOHWUTOPUHIa ANst nonyyYeHns AaHHbix MBI, Takke MOXET NpeaocTaBnaTh

SNMP MIB v nogaepxwusatb npotokon Modbus TCP, npenoctasnsis CTOPOHHUM
nnatopMam MOHUTOPUHIA BO3MOXHOCTb 3OEKTUBHO M TOYHO Mony4aTb
3HaveHus coctossHnsA MBI u nHdopmaumio o Tpesorax.

1.2 TexHUYecKUe flaHHbIE KapTbl
TexHu4yeckve aaHHble SNMP-kapTbl npuBedeHbl B Tabnuvue 1.

Tabnuua 1

HaumeHoBaHve nokasarens 3HaueHve ans ELR-SNMP

OHepronoTpebnenue, BT MeHee 2

HanpsikeHue nocTosHHOro Toka, B 5-12

[MpoTokonbl TCP/IP, UDP, SNMP, Telnet, SSH, SNTP, PPP, HTTP, HTTPS, SMTP,
FTP, FTPS, Modbus TCP

Wntepdeitc Ethernet RJ45 10M / 100M

MaccorabapuTHble XapakTepuCcTUKiA

LLnpuHa, Mm 49

ny6uHa, Mm 63,5

BbicoTa, MM 218

Macca, r 58,142

2 BHelwHuit Bup
BrewHwni Bua kapTtel ELR-SNMP npeactaeneH Ha pucyHke 1.

PucyHok 1



3 CucrteMHble TpeboBaHueA U paboTa c web-uHTepdeitcom

MoxanyiicTa, ucnonbayirte 6paysep ME, Google u T.4.

HacTpoiika 1 npoBepka nporpamMmHoro obecneveHus:

IP-agpec npv nepBoM noakniodeHnm k kapte: 192.168.5.190. Mocne
YCMELLHOTO NOAKIIOYEHNS MOSBATLCS OKHO BBOAA MOrMHA v napons. B nocneaytoem
nonb3oBaTerlb MOXeT N3MeHUTb HacTpoiikm goctyna k SNMP-kapTte Ha cBon.

BosBpat K 3aBOACKMM HAcTpoWKaM: HaXXMUTE U yaepxusanTe kHonky «default»
B Te4YeHune 8 ceKkyH/l, HaCTPOWKN BEPHYTCS K 3aBOACKVM:

IP-agpec: 192.168.5.190

JlornH: admin.

Maponb: admin.

4 dyHKuMnoHanbHoe onucaHue SNMP-kapThbi
(nonb3oBaTenbckui UHTepdeic Be6-cTpaHuULbI)

4.1 Nudopmaums o coctoaHuu UBT

OTa cTpaHuLa npeaHa3HayeHa Ans oToGpaxeHUs TEKYLLIEro COCTOsIHUS
noakntoderns UBIM B rpacpnyeckoM pexxmMe C ykazaHuem HanpspkeHust, 4acToTbl
1 Apyrov HopMaLm Kak NoKa3aHo Ha PUCYHKe 2.

PucyHok 2
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4.2 UHdopMauus o cTaTyce CUCTEMbI

B naHHOM okHe npefcTaBneHa BCsi OCHOBHas MHoOpMaLms o KapTe, Takas kak
Bepcus annapaTtHoro obecneyerus / BcTpoeHHoro MO, cepuitHbIn Homep, Bpems
6e30Tka3HoN paboTbl 1 T.A. Kak NOKa3aHo Ha pUCyHKe 3.

NetAgentq

PucyHok 3

4.3 NHdopMaumsa o ACTaHLMOHHOM ynpaBieHUn

Ha aTow cTpaHuue nonb3oBaTenb MOXeT yaaneHHo ynpasnsaTte NBIM yepes
CeTb Kak Noka3aHo Ha pUCYHke 4.

Mpumevanne — B pasHbix npoTtokonax VMBI paspelleHHble onepauuy moryT
oTnmyaThCs.

PucyHok 4
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4.4 Hacrtpovika UBIM

OTa cTpaHuua npeaHa3HaveHa Ans HaCTPOWKM HEKOTOPbIX OBLLMX HAacTpoek
MBI, HacTpoiikm TecTupoBaHus MBI, HacTpoikn 3HaYeHNst aBapuRHOTO curHana
W T.A. KaK NokasaHo Ha pucyHkax 5-8.
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PucyHok 7



PucyHok 8

4.5 HacTtpoiika pacnucaHus BkntoueHus /otTkniouenus UBM
OTa cTpaHuLUa npeaHa3HayeHa Ans HACTPOWKM BKMIOYEHNS/BIKITIOYEHMS,
exXeHeaenbHOro pacnMcaHnst U pacnucaHvsa 4art, kak noka3aHo Ha pucyHkax 9-12.
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PucyHok 10



PucyHok 11
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PucyHok 12

4.6 Hactpoiika ceTeBOro noaksoyeHus

OTa cTpaHuua npeaHa3HaveHa Ans HaCTPOWKM CeTEBbLIX HACTPOEK KapThl.
HaHHas kapta nopgaepxmsaeT IPv4, IPv6 n PPPoE, kak nokasaHo Ha pucyHkax
13-15.
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PucyHok 13

PucyHok 15

4.7 Hactpoiika SNMP
OTa cTpaHuua npegHasHaveHa aAna Hactponkn napametpoB SNMP-kapTbl.
Mopnepxka SNMP V1, V2C 1 V3, kak nokadaHo Ha pucyHkax 16, 17.



PucyHok 16

m NetAgeﬂtq pepae e

=
1111
111111

Pucyrok 17

4.8 HacTpoliika yBegoMneHus
Ha aToii cTpaHuLie Bbl MOXeTe HaCTPOUTb MapaMeTpbl ANEKTPOHHON NOYTbI
kapTbl, SMS, WeChat, LINE, Telegram u Skype, kak nokasaHo Ha pucyHkax 18-23.

10
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4.9 Hactpoiika WEB/Telnet/FTP

[laHHOe OKHO MO3BOMSAET YCTAaHOBUTL pa3peLleHne Ans KaXaon y4eTHowm
3anucu nonb3oBatens Ha goctyn k Web, Telnet u FTP ¢ yyactnem go 8
nonb3oBaTernei, kak Noka3aHo Ha pUCyHke 24. A Takke AN BKIOYeHNs /
BbIKIMIOYeHUs onpeaeneHHoro nopta ans HTTP/HTTPS, Telnet/SSH n FTP. Kpome
TOro, 34eCb Takke MOXHO 3aJaTb HAaCTPONkK, cBadaHHble ¢ RADIUS
n LDAP cepBepamu, kak nokasaHo Ha pucyHkax 25, 26.
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PucyHok 25
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PucyHok 26

4.10 Hactpoiika cuctemol

OTta CTpaHuua npegHasHavyeHa anqa HaCTpOVIKVI CUCTEMHOTIO BpEMEHMU, A3blKa
1 KOHUrypaumm KapTbl, Kak nokasaHo Ha pucyHke 27. Kpome Toro, 30ecb MOXHO
3aaatb HaCTpOVIKM, CBA3aHHblE C CUCTEMHbIM XXYpHariom.
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PucyHok 27

4.11 UudopMauums o XXypHane peructpaumm

Ctoaa BXOAST XypHan cobbIThiA, )XypHan AaHHbIX W XXypHan NpoBepky 3apsiga
6artapewm, kak nokasaHo Ha pucyHkax 28, 29. KypHan MOXHO COXpaHUTb B BUAE
annoB Ha KoMMblOTEPE.

14
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PucyHok 28

PucyHok 29

4.12 YnpasneHue ¢ainoBbiM MeHeAKepPOM

370 hain xypHana ynpaeneHusl, reHepupyemMblii KapToin. KOHKpeTHbIN
XKYpHan v AaHHble MOXHO 3arpyxaTb 1 yaansiTb OAVH pa3 B AeHb. [py yaaneHunm
chaiina 3anuck xxypHana Takke 6yaet yaganeHa, Ha aKpaHe XypHana B pasgene

«MNpopmaums o xypHane», kak nokazaHo Ha pucyHke 30.

15
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PucyHok 30

4.13 YnpaBneHue U HacTpoiKa nocneaoBaTesibHOro nopta
[MocnepoBaTenbHbIA NOPT NOKa3bIBAET COCTOSAHWE CBA3W Mexay kapTon n NBI
B cTonbuax «OTnpaBneHo» 1 «llonyyeHo», kak Noka3aHo Ha pucyHke 31.

PucyHok 31

16
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4.14 NHdopmMaums o Bepcum NpoLUIMBKU U OKHO OGHOBNEHUs
MPOLIMNBKHU

[aHHbI pasaen MeHIo ykaablBaeT BEPCUIo annapartHoro obecneverus /
MPOLUMBKY KapTbl U CEPUIMHBIA HOMEP, @ MPOLLMBKY KapTbl Takke MOXHO OGHOBUTL
no FTP unu Ha BeB-cTpaHuLe, kak NokaszaHo Ha pucyHkax 32, 33.

"'. NetAqent9

PucyHok 33

5 [lononHuTtenbHbie 6ecnnaTtHble nporpaMmmbl

5.1 Netility

[aHHoe nporpaMmmHoe obecnedeHune (pucyHok 34) sensieTcs HeobXxoaAMMbIM
Ansa yctaHosku Ha kapTy. Netility nomoxeT HacTpouTb IP-agpec kapTbl v gpyrne
napameTpbl ceTu.

17



Netility

Search for device’s L

Serial Number MAC Address 1Pv4 Address
3926114112 00-03-EA-03-EF~0  192.168.5.155
3926117624 00-03-EA-03-0C-F8 192, 1686169
00-03-Ea-03-15-82 192.168.5. 151
00-03-EA-OA-EC-92 192, 168 5. 167
00-03-EA-OF-R4~4 192,165 5.180
00-03-EA-OB-Ri~4A 192, 168.5. 164

00-03-RA-0B-A5-18 192,168 6. 168
Abaut 9 00-03-EA-0B-45-1C  192.168.5.185
202 00-03-EA-12-FA-0A  192.168.5.178

W EA-0B-A5-1D
c ) m.u..ai i [;.en-:m:.ds,s-a\‘.sn]
Refre TPv6 Addr

PucyHok 34

5.2 SNMPView

[aHHoe nporpaMmmMHoe obecneveHune (pucyHok 35) npegHasHavyeHo ans
LieHTpan1M3oBaHHOro MOHUTOPUWHra. MporpamMmmHoe obecneyeHne MoXeT
oTnpaensaTe SMS-yBegomneHns o cobbITUAX U curHanel Tpeeoru (TpebyeTcs
GSM-mogem), curHanbl TPeBOru Mo 3MeKTPOHHOM NoYTe U 3BYKOBbIE CUrHasbl
TpeBorn u T.4.

18



PucyHok 35

5.3 SMS server

[aHHoe nporpammHoe obecneyveHue ncnonbayetcs anst Windows.
Mocne 3aBepLueHnst HacTpoek nogkntoumte GSM-mogem k MK n nnatdpopma SMS-
cepBepa rotosa. Kapta moxeT otnpasnsite SMS-yBejOMINEHNSA 0 COBbITUAX
1 cuUrHansl Tpesoru ¢ nomollpto SMS-cepBepa.

5.4 ClientMate

[aHHoe nporpaMmmHoe obecneveHune (pucyHok 36) ncnonb3yertcst Ans
Windows, Linux n MAC. Korga ClientMate nonyunt curdan o6 oTknioveHum
nuTaHns (c6oi B CeTU NepEMEHHOIO TOKa, HU3KWI 3apaa 6aTtapeu, OTKIYeHVe
no pacnucanmio) ot kaptbl, ClientMate coxpaHuT aiinbl 1 KOPPEKTHO 3aBepLUNT
paboTy cuctemsl.

19



PucyHok 36

[ns nonyveHns nocneaHen sepcumn npomskn anst SNMP-kapTbl
W VHCTPYKLMK No €€ 0BHOBIEHMIO CBSXXUTECH C TexHuYeckon noaaepxkon ITK.

BaxHo: He oTkntoYanTe nuTaHne Bo Bpemsi npouecca o6Hoenexus MO UBI
mnn SNMP-kapTbl.

[ns nony4yeHns AononHUTENbHON MHopmaumu nepenanTe Ha cainT: https://
www.itk-group.ru.

W3paxve 2
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